Appendix 1
Blue Cross Blue Shield of North Carolina

Audited Financial Statements 2020-2021






























































































































Appendix 2

Blue Cross Blue Shield of North Carolina

Statutory Basis Audited Financial Statements 2020-2021



Blue Cross and Blue Shield

of North Carolina

Financial Statements (Statutory Basis) and Supplemental Schedules
December 31, 2021 and 2020

With Independent Auditor’s Report Thereon


























































































































































































Appendix 3
Blue Cross Blue Shield of North Carolina

Privacy Policies











































































































































































































































































































































































































































































































http://intraweb.bcbsnc.com/corporate_policy/cms01PrivacyOff/dis_pln_spon.pdf
http://intraweb.bcbsnc.com/corporate_policy/cms01PrivacyOff/dis_fullyins.pdf
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Blue Cross Blue Shield of North Carolina
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Blue Cross Blue Shield of North Carolina
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Blue Cross Blue Shield of North Carolina
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Blue Cross Blue Shield of North Carolina

Copies of BAAs
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	Appendix 3 - Attachment H-Question 7-Privacy Policies_Redacted
	Authorization
	Published
	Authorization
	Details

	Privacy Office Policy Manual - CMS01
	Authorization
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Blue_Cross_and_Blue_Shield_of_North_Carolina_As_a_Single_Affiliated_Covered_Entity (2)
	Published
	Blue Cross and Blue Shield of North Carolina As a Single Affiliated Covered Entity
	Details

	Privacy Office Manual - CMS01
	Blue Cross and Blue Shield of North Carolina As a Single Affiliated Covered Entity
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Business_Associates
	Published
	Business Associates
	Details

	Privacy Office Policy Manual - CMS01
	Business Associates
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Compliance_with_State_Privacy_Laws
	Published
	Compliance with State Privacy Laws
	Details

	Privacy Office Manual – CMS01
	Compliance with State Privacy Laws
	I.   Purpose
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Cooperating_With_the_Department_of_Health_and_Human_Services_Privacy_Compliance__Enforcement_Activities
	Published
	Cooperating With the Department of Health and Human Services Privacy Compliance & Enforcement Activities
	Details

	Privacy Office Manual - CMS01
	Cooperating With the Department of Health and Human Services Privacy Compliance & Enforcement Activities
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Corporate_Procedure_for_Exception_to_Authorization_for_Disclosure_to_Persons_Involved_in_Members_Care_
	Published
	Corporate Procedure for Exception to Authorization for Disclosure to Persons Involved in Member’s Care
	Details

	Privacy Office Manual - CMS01
	Corporate Procedure for Exception to Authorization for Disclosure to Persons Involved in Member’s Care
	I.   Purpose
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Corporate_Procedure_for_PHI_Disclosure_to_Producers
	Published
	Corporate Procedure for PHI Disclosure to Producers
	Details

	Privacy Office Manual - CMS01
	Corporate Procedure for PHI Disclosure to Producers
	I.   Purpose
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Corporate_Procedures_for_Accounting_of_Disclosures
	Published
	Corporate Procedures for Accounting of Disclosures
	Details

	Privacy Office Manual - CMS01
	Corporate Procedures for Accounting of Disclosures
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Corporate_Procedures_for_Authorization_to_Disclose_PHI_to_Other_Entities
	Published
	Corporate Procedures for Authorization to Disclose PHI to Other Entities
	Details

	Privacy Office Manual - CMS01
	Corporate Procedures for Authorization to Disclose PHI to Other Entities
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Corporate_Procedures_for_Business_Associates
	Published
	Corporate Procedures for Business Associates
	Details

	Privacy Office Manual - CMS01
	Corporate Procedures for Business Associates
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Corporate_Procedures_for_Disclosure_to_Plan_Sponsors
	Published
	Corporate Procedures for Disclosure to Plan Sponsors
	Details

	Privacy Office Manual - CMS01
	Corporate Procedures for Disclosure to Plan Sponsors
	I.   Purpose
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Corporate_Procedures_for_Disclosures_Required_by_Law
	Published
	Corporate Procedures for Disclosures Required by Law
	Details

	Privacy Office Manual - CMS01
	Corporate Procedures for Disclosures Required by Law
	I.   Purpose
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Corporate_Procedures_for_Disclosures_to_FullyInsured_Underwritten_Group_Health_Plans
	Published
	Corporate Procedures for Disclosures to Fully-Insured (Underwritten) Group Health Plans
	Details

	Privacy Office Manual - CMS01
	Corporate Procedures for Disclosures to Fully-Insured (Underwritten) Group Health Plans
	I.   Purpose
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	​ VII.   Forms


	Corporate_Procedures_for_Disclosures_to_SelfInsured_ASO_Group_Health_Plans
	Published
	Corporate Procedures for Disclosures to Self-Insured (ASO) Group Health Plans
	Details

	Privacy Office Manual - CMS01
	Corporate Procedures for Disclosures to Self-Insured (ASO) Group Health Plans
	I.   Purpose
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure

	VII.   Forms

	Corporate_Procedures_for_Legally_Appointed_Personal_Representatives
	Published
	Corporate Procedures for Legally Appointed Personal Representatives
	Details

	Privacy Office Manual - CMS01
	Corporate Procedures for Legally Appointed Personal Representatives
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Corporate_Procedures_for_Members_Request_to_Receive_Confidential_Communications_
	Published
	Corporate Procedures for Member's Request to Receive Confidential Communications
	Details

	Privacy Policy Manual- CMS01
	Corporate Procedures for Member's Request to Receive Confidential Communications
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Corporate_Procedures_for_Members_Right_to_Access__Copy__Inspect_PHI_in_the_DRS
	Published
	Corporate Procedures for Member’s Right to Access, Copy, Inspect PHI in the DRS
	Details

	Corporate Procedures for Member’s Right to Access, Copy, Inspect PHI in the DRS
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Corporate_Procedures_for_Members_Rights_to_Correct__Amend__or_Delete_PHI_in_the_DRS
	Published
	Corporate Procedures for Member’s Rights to Correct, Amend, or Delete PHI in the DRS
	Details

	Privacy Office Manual - CMS01
	Corporate Procedures for Member’s Rights to Correct, Amend, or Delete PHI in the DRS
	I.   Purposei
	II.   Scope
	III.   Definition

	​IV.   Policy
	V.   Monitoring
	VI.   Procedure


	Corporate_Procedures_for_Minimum_Necessary_Uses_of_PHI
	Published
	Corporate Procedures for Minimum Necessary Uses of PHI
	Details

	Privacy Office Manual - CMS01
	Corporate Procedures for Minimum Necessary Uses of PHI
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Corporate_Procedures_for_Notice_of_Privacy_Practices
	Published
	Corporate Procedures for Notice of Privacy Practices
	Details

	Privacy Office Policy Manual - CMS01
	Corporate Procedures for Notice of Privacy Practices
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Definition_of_Protected_Health_Information
	Published
	Definition of Protected Health Information
	Details

	Privacy Office Manual - CMS01
	Definition of Protected Health Information
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	DeIdentified_PHI
	Published
	De-Identified PHI
	Details

	Privacy Office Manual - CMS01
	De-Identified PHI
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Designated_Record_Set
	Published
	Designated Record Set
	Details

	Privacy Office Policy Manual - CMS01
	Designated Record Set
	I.   Purpose
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Disclosure_by_Workforce_Members_Who_are_Victims_of_a_Crime_
	Published
	Disclosure by Workforce Members Who are Victims of a Crime
	Details

	Privacy Policy Manual- CMS01
	Disclosure by Workforce Members Who are Victims of a Crime
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Disclosure_by_Workforce_Members_Who_Are_Whistleblowers
	Published
	Disclosure by Workforce Members Who Are Whistleblowers
	Details

	Privacy Policy Manual – CMS01
	Disclosure by Workforce Members Who Are Whistleblowers
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Disclosure_for_Specialized_Government_Functions
	Published
	Disclosure for Specialized Government Functions
	Details

	Privacy Office Manual - CMS01
	Disclosure for Specialized Government Functions
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Disclosure_for_Workers_Compensation
	Published
	Disclosure for Workers’ Compensation
	Details

	Privacy Office Manual - CMS01
	Disclosure for Workers’ Compensation
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Disclosure_of_Protected_Health_Information_for_Public_Health_and_Health_Oversight_Activities
	Published
	Disclosure of Protected Health Information for Public Health and Health Oversight Activities
	Details

	Policy Office Manual - CMS01
	Disclosure of Protected Health Information for Public Health and Health Oversight Activities
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Disclosure_of_Protected_Health_Information_to_Group_Health_Plans_and_Plan_Sponsors
	Published
	Disclosure of Protected Health Information to Group Health Plans and Plan Sponsors
	Details

	Privacy Office Manual - CMS01
	Disclosure of Protected Health Information to Group Health Plans and Plan Sponsors
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Disclosure_of_Protected_Health_Information_When_Required_by_Law
	Published
	Disclosure of Protected Health Information When Required by Law
	Details

	Privacy Office Manual - CMS01
	Disclosure of Protected Health Information When Required by Law
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Disclosure_to_Avert_a_Serious_Threat_to_Health_or_Safety
	Published
	Disclosure to Avert a Serious Threat to Health or Safety
	Details

	Privacy Office Manual - CMS01
	Disclosure to Avert a Serious Threat to Health or Safety
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Disclosures_to_Personal_Representatives_Including_Parents
	Published
	Disclosures to Personal Representatives Including Parents
	Details

	Privacy Office Manual - CMS01
	Disclosures to Personal Representatives Including Parents
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Identity_Theft_Protection_Policy
	Published
	Identity Theft Protection Policy
	Details

	Privacy Office Manual - CMS01
	Identity Theft Protection Policy
	I.   Purpose
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Limited_Data_Set
	Published
	Limited Data Set
	Details

	Privacy Office Manual - CMS01
	Limited Data Set
	I.   Purpose
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Medicare_Part_D_Prescription_Drug_Plan_Privacy_Standards
	Published
	Medicare Part D Prescription Drug Plan Privacy Standards
	Details

	Privacy Office Manual - CMS01
	Medicare Part D Prescription Drug Plan Privacy Standards
	I.   Purpose
	II.   Scope
	III.   Definition
	IV.   Policy
	VI.   Procedure
	VII.   Forms


	Members_Right_to_Access__Inspect_and_Copy_Protected_Health_Information_in_the_Designated_Record_Set
	Published
	Member’s Right to Access, Inspect and Copy Protected Health Information in the Designated Record Set
	Details

	Privacy Policy Manual - CMS01
	Member’s Right to Access, Inspect and Copy Protected Health Information in the Designated Record Set
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Members_Right_to_Correct__Amend__or_Delete_Protected_Health_Information_in_the_Designated_Record_Set
	Published
	Member’s Right to Correct, Amend, or Delete Protected Health Information in the Designated Record Set
	Details

	Privacy Office Manual - CMS01
	Member’s Right to Correct, Amend, or Delete Protected Health Information in the Designated Record Set
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Members_Right_to_File_a_PrivacyRelated_Complaint
	Published
	Member’s Right to File a Privacy-Related Complaint
	Details

	Privacy Office Manual - CMS01
	Member’s Right to File a Privacy-Related Complaint
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Members_Right_to_Receive_a_Notice_of_Privacy_Practices
	Published
	Member’s Right to Receive a Notice of Privacy Practices
	Details

	Privacy Office Policy Manual - CMS01
	Member’s Right to Receive a Notice of Privacy Practices
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Members_Right_to_Receive_an_Accounting_of_Certain_Disclosures_of_Protected_Health_Information
	Published
	Member’s Right to Receive an Accounting of Certain Disclosures of Protected Health Information
	Details

	Privacy Office Manual - CMS01
	Member’s Right to Receive an Accounting of Certain Disclosures of Protected Health Information
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Members_Right_to_Restrict_Uses_and_Disclosures_of_Protected_Health_Information_and_Members_Right_to_Receive_Confidential_Communications
	Published
	Member’s Right to Restrict Uses and Disclosures of Protected Health Information and Member’s Right to Receive Confidential Communications
	Details

	Privacy Office Manual - CMS01
	Member’s Right to Restrict Uses and Disclosures of Protected Health Information and Member’s Right to Receive Confidential Communications
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Minimum_Necessary_Standard
	Published
	Minimum Necessary Standard
	Details

	Privacy Office Manual - CMS01
	Minimum Necessary Standard
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	PHI_Breach_Notification_Policy
	Published
	PHI Breach Notification Policy
	Details

	Privacy Office Manual - CMS01
	PHI Breach Notification Policy
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Privacy_Internal_Operational_Review_Policy
	Published
	Privacy Internal Operational Review Policy
	Details

	Privacy Office Manual - CMS01
	Privacy Internal Operational Review Policy
	I.   Purpose
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Privacy_Personnel
	Published
	Privacy Personnel
	Details

	Privacy Office Manual - CMS01
	Privacy Personnel
	I.   Purpose
	II.   Scope
	III.   Definition
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Privacy_Policy_Revisions
	Published
	Privacy Policy Revisions
	Details

	Privacy Office Manual - CMS01
	Privacy Policy Revisions
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Privacy_Safeguards
	Published
	Privacy Safeguards
	Details

	Privacy Office Policy Manual - CMS01
	Privacy Safeguards
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Protected_Health_Information_of_Deceased_Members
	Published
	Protected Health Information of Deceased Members
	Details

	Privacy Office Manual - CMS01
	Protected Health Information of Deceased Members
	I.   Purpose
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Refraining_From_Intimidating_or_Retaliatory_Acts_and_Requiring_a_Waiver_of_Rights
	Published
	Refraining From Intimidating or Retaliatory Acts and Requiring a Waiver of Rights
	Details

	Privacy Office Policy Manual - CMS01
	Refraining From Intimidating or Retaliatory Acts and Requiring a Waiver of Rights
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Reporting_of_and_Response_to_Unauthorized_PHI_Disclosures
	Published
	Reporting of and Response to Unauthorized PHI Disclosures
	Details

	Privacy Office Policy Manual - CMS01
	Reporting of and Response to Unauthorized PHI Disclosures
	I.   Purpose
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VII.   Forms


	Sale_of_Protected_Health_Information
	Published
	Sale of Protected Health Information
	Details

	Privacy Office Manual - CMS01
	Sale of Protected Health Information
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Sanctions_and_Mitigation_for_Privacy_and_Security_Violations
	Published
	Sanctions and Mitigation for Privacy and Security Violations
	Details

	Privacy Office Manual - CMS01
	Sanctions and Mitigation for Privacy and Security Violations
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Use_and_Disclosure_for_Research
	Published
	Use and Disclosure for Research
	Details

	Privacy Office Manual - CMS01
	Use and Disclosure for Research
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Use_and_Disclosure_for_Treatment__Payment_and_Health_Care_Operations_TPO
	Published
	Use and Disclosure for Treatment, Payment and Health Care Operations (TPO)
	Details

	Privacy Office Manual - CMS01
	Use and Disclosure for Treatment, Payment and Health Care Operations (TPO)
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Use_and_Disclosure_of_Protected_Health_Information_for_Marketing
	Published
	Use and Disclosure of Protected Health Information for Marketing
	Details

	Privacy Office Manual - CMS01
	Use and Disclosure of Protected Health Information for Marketing
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Use_and_Disclosure_of_Sensitive_Health_Information
	Published
	Use and Disclosure of Sensitive Health Information
	Details

	Privacy Policy Manual- CMS01
	I.   Purpose
	III.   Definition
	IV.   Policy
	VI.   Procedure
	VII.   Forms


	Verification_of_Identity_and_Authority_Policy
	Published
	Verification of Identity and Authority Policy
	Details

	Privacy Office Manual - CMS01
	Verification of Identity and Authority Policy
	I.   Purposei
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms


	Workforce_Privacy_Training
	Published
	Workforce Privacy Training
	Details

	Privacy Office Manual - CMS01
	Workforce Privacy Training
	I.   Purpose
	II.   Scope
	III.   Definition
	IV.   Policy
	V.   Monitoring
	VI.   Procedure
	VII.   Forms
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	4.4 Endpoint Detection and Response

	Details
	Revision History:

	06_Portable_Media_Safeguard_Standard_2021.10.07.pdf
	Portable Media Safeguard Standard
	1.  Purpose
	2.  Scope
	3.  Definitions
	4.  General Requirements
	Details
	Revision History:

	07_Mobile_Device_Safeguard_Standar_2021.11.22.pdf
	Mobile Device Safeguard Standard
	1.  Purpose
	2.  Scope
	3.  Definitions
	4.  General Requirements
	4.1 Managed Mobile Devices
	4.2 Unmanaged Mobile Devices
	4.3 Transportation
	4.4 Access to Blue Cross NC Information Systems
	4.5 Teleworking

	Details
	Revision History:

	08_Wireless_Management_Safeguard_Standard_2021.10.07.pdf
	Wireless Management Safeguard Standard
	1.  Purpose
	2.  Scope
	3.  Definitions
	4.  General Requirements
	4.1  Production Wireless Network
	4.2  Mobile Client
	4.3  Physical Security
	4.4  BYOD/Guest Wireless Network
	4.5  Network Access Control (NAC)

	Details
	Department:  BCBS - Information Technology

	Revision History:

	09_Configuration_Management_Safeguard_Standard_2021.10.07.pdf
	Configuration Management Safeguard Standard
	1.  Purpose
	2.  Scope
	3.  Definitions
	4.  General Requirements
	4.1 Compliance
	4.2 Change Management and Change Control Procedures
	4.3 Control of Operational Software

	Details
	Department:  BCBS - Information Technology

	Revision History:

	10_Vulnerability_Management_Safeguard_Standard_2021.10.07.pdf
	Vulnerability Management Safeguard Standard
	1.  Purpose
	2.  Scope
	3.  Definitions
	4.  General Requirements
	4.1  Threat and Vulnerability Management Program
	4.2  Asset Scanning
	4.3  Secure Coding and Input Data Validation
	4.4  Patching and Remediation
	4.5  Notification
	4.6  Hardening Systems

	Details
	Department:  BCBS - Information Technology

	Revision History:

	11_Network_Protection_Safeguard_Standard_2021.10.07.pdf
	Network Protection Safeguard Standard
	1.  Purpose
	2.  Scope
	3.  Definitions
	4.  General Requirements
	4.1 Network Control
	4.2 Network Connection and Routing
	4.3 Network Security and Segmentation
	4.4 Remote Diagnostic and Configuration Port Protection

	Details
	Department:  BCBS - Information Technology

	Revision History:

	12_Remote_Access_Safeguard_Standard_2021.10.07.pdf
	Remote Access Safeguard Standard
	1.  Purpose
	2.  Scope
	3.  Definitions
	4.  General Requirements
	4.1  All Remote Connections
	4.1.1  Permitted Connections
	4.1.2  Identity and Access Management
	4.1.3  Multi-Factor Authentication

	4.2  Workforce Requirements
	4.2.1  Blue Cross NC Issued Endpoint
	4.2.2  Voice and Screen Privacy

	4.3  Non-Workforce Requirements
	4.3.1  Contract Requirements
	4.3.2  Physical Safeguard Requirements
	4.3.3  Technical Safeguard Requirements
	4.3.4  Administrative Safeguard Requirements
	4.3.5  Blue Cross NC Information Systems Requirements


	Details
	Department:  BCBS - Information Technology

	Revision History:

	13_Transmission_Protection_Safeguard_Standard_2021.11.08.pdf
	Transmission Protection Safeguard Standard
	1.  Purpose
	2.  Scope
	3.  Definitions
	4.  General Requirements
	4.1  Policy and Audit
	4.2  Transmissions for Business Purpose Only
	4.3  Encryption
	4.4  Key Management
	4.5  Access to Blue Cross NC Information Systems
	4.5.3  Confidentiality Statements

	4.6  Responsibility for Securing Information Transmitted Externally

	Details
	Department:  BCBS - Information Technology

	Revision History:

	14_User_Access_Control_Safeguard_Standard_2021.10.07.pdf
	User Access Control Safeguard Standard
	1.  Purpose
	2.  Scope
	3.  Definitions
	4.  General Requirements
	4.1  User Registration
	4.2  Account Types
	4.3  Identification & Authentication
	4.4 Access Control and User Management
	4.5  Passwords
	4.5.1 Password Construction and Use.
	4.5.2  Password Administration

	4.6 Multi-Factor Authentication
	4.7 Single Sign On (“SSO”)
	4.8  Management Accountability
	4.9  Privilege/Entitlements Management
	4.10 Removal of Access Rights

	Details
	Department:  BCBS - Information Technology

	Revision History:

	15_Audit_Logging_and_Monitoring_Safeguard_Standard_2021.10.07.pdf
	Audit Logging and Monitoring Safeguard Standard
	1.  Purpose
	2.  Scope
	3.  Definitions
	4.  General Requirements
	4.1  Audit Logging
	4.1.1  Audit and Logging must always be made available for active systems. For logging systems, logs in at rest, in use, and in motion must be protected at the confidential data classification levels defined in the data classification policy.
	4.1.2  Systems should include logs that record, at a minimum:
	 User session activity including; administrator and system accounts, unique user ID, unique data subject ID, log in date/time, logout date/time, functions performed, source, and target IP addresses or machine/instance names
	 All user ID creation, deletion, and privilege change activity performed by Systems Administrators and others with privileged user IDs must be securely logged
	 All significant security relevant events with regards to password guessing attempts
	 Unauthorized access attempts including attempts to access both active and deactivated accounts
	 Log activity on applications invoked
	 Changes to the privileges of users
	 System/application start-ups and shut-downs
	 Start/stop of logging facilities or audit subsystems
	 Activation and de-activation of anti-virus systems and intrusion detection systems
	 All privileged commands issued by computer system operators, including success/failure of the event, time the event occurred, the account involved, the processes involved, and additional information about the event.
	 All user initiated logon attempts to connect with Cloud infrastructure production information systems must be logged
	 Access to all system logs and audit trails on Cloud infrastructure computer and communications systems must be logged
	4.1.3  The information system generates audit records containing the following detailed information:
	1) User ID
	2) Timestamp
	3) Event
	4.1.4  Messaging systems, used to transmit covered information, have logs retained including date, time, origin and destination messages.
	4.1.5  All system and network audit records shall be retained for thirteen months.
	4.1.6  Monitoring of systems and logs is to be in accordance with the individual technology standards.
	4.1.7  Blue Cross NC specifies how often audit logs are reviewed, how the reviews are documented, and the specific roles and responsibilities of the personnel conducting the reviews, including the professional certifications or other qualifications re...

	4.2  Intrusion Detection and Prevention
	4.3  Monitoring System Use
	4.3.1  Audit records must be analyzed and correlated across different repositories using a security information and event management (SIEM) tool or log analytics tools for log aggregation and consolidation from multiple systems/machines/devices, and c...
	4.3.2  Profiles of common events from given systems/machines/devices shall be developed using the SIEM Tool (event detection tuning). Event detection tuning enhances the focus on unusual activity, avoids false positives, more rapidly identifies anomal...
	4.3.3  Monitoring shall include inbound and outbound communications and file integrity monitoring.
	4.3.4  Log information collected from multiple sources must be aggregated for review. Blue Cross NC shall define specific log review processes including details on periodicity of review, responsible personnel along with their qualifications and roles,...
	4.3.5  The information system is able to automatically process audit records for events of interest based on selectable criteria or rule sets. Alerts are generated for technical personnel to analyze and investigate suspicious activity or suspected vio...
	4.3.6  Security and audit activities utilize separation of duties and are independent
	4.3.7  Auditing and monitoring systems support audit reduction and report generation
	4.3.8  All applicable legal requirements related to monitoring authorized access and unauthorized access attempts shall be met.
	4.3.9 Execution of privileged functions will be audited on information systems and ensures information systems prevent non-privileged users from executing privileged functions.
	4.3.10 Network Access Control (NAC) solution continuously monitors the Blue Cross NC network for all access attempts and restricts access to only authorized individuals.  The NAC actively prevents unauthorized individuals from connecting to the Blue C...


	Details
	Department:  BCBS - Information Technology

	Revision History:

	16_Security_Training_and_Awareness_Safeguard_Standard_2021.11.08.pdf
	Security Training and Awareness Safeguard Standard
	1.  Purpose
	2.  Scope
	2.1 Program Organization
	2.2 Program Objectives

	3.  Definitions
	4.  General Requirements
	4.1  Required Training
	4.1.1  Initial Entry Training
	4.1.2  Annual Training
	4.1.3  Security and Privacy Awareness Training

	4.2  Recurring Training
	4.2.1  Reinforcement
	4.2.2  Specialized
	4.2.2.1  Focused Outreach - Communications covering information security topics shall be presented on The Zone, on email and on Yammer when appropriate to increase the visibility of broadly applicable topics in Blue Cross NC’s business.
	4.2.2.2  Anti-phishing Program - Ongoing company-wide phishing simulations improves company’s awareness and knowledge on suspicious emails, bad actors, and security risks.


	4.3  Timely Outreach
	4.4  Workforce Education and Training Requirements
	4.4.1  The Workforce is trained on BYOD usage, which includes providing an approved list of applications, application stores, and application extensions and plugins.
	4.4.2  The Workforce is prohibited from installing unauthorized software (including data and software from external networks), and are made aware of and trained on these requirements as part of annual required training.
	4.4.3  The Workforce is provided with crisis management awareness and training (i.e. Annual Active Shooter Training) (See CMS17 Real Estate & Facility Services Policy Manual, Computer Security and Incident Response Safeguard Standard and Corporate Cri...
	4.4.4  The Workforce is trained on how to properly respond to perimeter security alarms (See CMS17 Real Estate & Facility Services Policy Manual).
	4.4.5  The Workforce is trained to ensure Legally Protected and Restricted Information is stored in organization-specified locations.


	Details
	Department:  BCBS - Information Technology

	Revision History:

	17_ThirdParty_Risk_Management_Safeguard_Standard_2021.11.22.pdf
	Third-Party Risk Management Safeguard Standard
	1.  Purpose
	2.  Scope
	3.  Definitions
	4.  General Requirements
	4.1  Pre-Assessment Process
	4.2  Full Assessment Process
	4.3  Security Exhibit
	4.4.  Remediation
	4.5  Continuous Monitoring
	4.6  Reassessment Cadence
	4.7 Legally Protected and Restricted Information Requirements
	4.7.1 Legally Protected and Restricted Information must be safeguarded by written contractual agreements that bind Blue Cross NC vendors and business partners to protect all Legally Protected and Restricted Blue Cross NC data. Such contracts (Business...
	4.7.2  These controls should address confidentiality, integrity and availability requirements of the systems and data accessed by the vendor or business partner. Examples of controls include encryption, integrity checking, multi­-factor authentication...
	 User Connectivity. Specify the type of systems connectivity that will be utilized.
	 Termination Obligations. Upon termination of business relationships, Third Party must return or destroy all Legally Protected or Restricted Information per methods indicated in their contract with Blue Cross NC and must certify in writing that they ...
	 Account Management. Any access credentials provisioned by Blue Cross NC for the Third Party’s use in accessing Blue Cross NC Information Systems shall be created using standard account and access management processes. The Blue Cross NC business cont...
	 User Accountability. Specify how the Third Party will track its users. Each individual user identity may only be associated with one user account, and the used of shared user accounts must expressly prohibited.
	 Notification of Inappropriate Disclosure of Legally Protected or Restricted Information. Third parties must be required by contract to notify Blue Cross NC, without unreasonable delay, of any inadvertent or inappropriate disclosure of Blue Cross NC ...

	4.8  Research 3rd Party
	4.8.1  Research 3rd Parties shall be subject to an abbreviated Full Assessment process specifically designed to facilitate security due diligence assessment appropriate to this type of specialized third-party entity, and shall be treated as a Tier 1 v...
	4.8.2  Research 3rd Parties shall be contractually bound using a Data Use Agreement (DUA).  Such DUA shall incorporate all required regulatory security and privacy requirements and any additional security and privacy requirements necessary or appropri...
	4.8.3  Research 3rd Parties may receive data from Blue Cross NC with an Information Asset Sensitivity Classification up to Legally Protected (see section 5 of the Security Classification Safeguard Standard).  Such data must be in the form of a Limited...
	Additional data masking to limit the opportunity for Member re-identification, such as masking date of birth or geographic location, shall also be applied to the Limited Data Set whenever possible.
	4.8.4  Research 3rd Parties shall execute Collaborative Research services only within the context of their own Information Systems or Information Systems over which they exercise appropriate governance and oversight (i.e. sub-contractor), and may not ...

	4.9  Outsourced Software Development
	4.9.1  Where software development is outsourced, formal contracts are in place to address the ownership and security of the code and application. Change control procedures to address security must be included in the contract(s) and specifically requir...
	4.9.2  The development process shall be monitored by Blue Cross NC and shall include independent security and code reviews.

	4.10  Service Delivery
	4.10.1  Information security and other business considerations shall be addressed when acquiring systems or services; including maintaining security during transitions and continuity following a failure or disaster
	4.10.2  A list of current service providers shall be reviewed and updated annually, including a description of the services provided, and shall be disseminated to applicable members of Blue Cross NC Management.
	4.10.3  Service Level Agreements (SLAs) or contracts with an agreed service arrangement address liability, service definitions, security controls, and other aspects of services management.
	4.10.4  Off-Shore requirements (See Section 4.3 “Non-Workforce Requirements” of the Remote Access Safeguard Standard).

	4.11  Monitoring and Review of Third Party Services
	4.11.1  Service management relationships and processes shall be employed between Blue Cross NC and Third Parties to monitor
	I. Security control compliance by external service providers on an ongoing basis and
	II. Network service features and service levels to detect abnormalities and violations
	4.11.2  Regular progress meetings are conducted as required by the SLA to review reports, audit trails, security events, operational issues, failures and disruptions, and identified problems/issues are investigated and resolved accordingly
	4.11.3  Network services are periodically audited to ensure that providers have implemented the required security features and meet the requirements agreed with management, including new and existing regulations
	4.11.4  The results of monitoring activities of third-party services are compared against the Service Level Agreements or contracts at least annually


	Details
	Department:  BCBS - Information Technology

	Revision History:

	18_Computer_Security_and_Incident_Response_Safeguard_Standard_2021.11.22.pdf
	Computer Security and Incident Response Safeguard Standard
	1.  Purpose
	2.  Scope
	3.  Definitions
	4.  General Requirements
	4.1 Incident Management Program
	4.2 Reporting Security Incidents
	4.3 Investigative Procedures
	4.4 Sanctions
	4.5 Reporting and Communications

	Details
	Department:  BCBS - Information Technology

	Revision History:

	19_Business_Continuity_and_Disaster_Recovery_Safeguard_Standard_2021.11.08.pdf
	Business Continuity and Disaster Recovery Safeguard Standard
	1.  Purpose
	2.  Scope
	3.  Definitions
	4.  General Requirements
	4.1  Enterprise Critical Capabilities
	The Company has established the following enterprise critical capabilities to prioritize the restoration, recovery, and resumption of operations in a business disruption:
	a. Account for employees and ensure the availability of critical staff
	b. Communicate timely
	c. Ensure/manage access to care
	d. Manage cash flow / pay existing bills, claims, and staff / remit invoices
	e. Manage access to care
	f. Manage customer/provider/vendor/producer relationships
	g. Receive and process claims
	h. Financial Reporting Risk Management
	Department sub-capabilities directly supporting these enterprise critical capabilities are automatically granted an Enterprise Criticality Rating of Material or Significant

	4.2  Backup Requirements
	4.2.1  Backup copies shall be made for all information and applications owned and managed by Blue Cross NC
	4.2.2  The Blue Cross NC IT Service Provider will be responsible for all the backup and restore activity along with the environmental support. Service level agreement(s) with the IT Service Provider must include the detailed protections to control con...
	4.2.3  Workforce members’ roles and responsibilities in the data backup process are identified and communicated.
	Note: responsibilities shall not extend personally owned devices; users are prohibited from storing company data on personally owned devices.
	4.2.4  Formal backup processes, based on relevant contractual, legal, regulatory and business requirements, shall be documented with the below information (bold) and executed with applicable guidance for each system –
	 Definition of the level of backup required
	o Legally Protected and Restricted Information shall be backed-up in an encrypted format to ensure confidentiality
	o Current, retrievable copies of Legally Protected or Restricted Information must be available before movement of servers.
	 System restoration procedures
	 Scope of data to be imaged
	o Inventory records for the backup copies shall be maintained, including content and current location.
	 Back-up window
	o Backups shall be performed in a manner and at a time that causes the least possible impact to an application and its services.
	 Frequency of imaging (Backup Frequency)
	o Full system or dataset backups to be performed no less than weekly, and incremental or differential backups to be executed no less than daily.
	o Incremental or differential backups will be performed daily and full backups weekly to separate media.
	 Location and Duration of retention
	o The integrity and security of the backup copies shall be maintained to ensure future availability, and any potential accessibility problems with the backup copies are identified and mitigated in the event of an area-wide disaster.
	o Backups shall be stored in a physically secure remote location, at a sufficient distance to make them reasonably immune from damage to data at the primary site. Reasonable physical and environmental controls must be in place to ensure protection of ...
	o Three generations of backups (full plus all related incremental or differential backups) shall be stored off-site, and both on-site and off-site backups will be logged with name, date, time, and action.
	o Automated tools shall be used to track all backups
	Full documentation of the preceding is also included in the IT Service Provider's runbook (i.e., the Commvault Backup Runbook; Section 8.6 explicitly focusing on DR Policy and Procedures).

	4.3  Business Continuity
	4.3.1  Authority of the Enterprise Business Continuity Team
	The Enterprise Business Continuity Team is authorized to develop and issue policies, procedures, and guidance to implement and administer all aspects of Enterprise Business Continuity (EBC) established by this policy (see CMS49 Enterprise Business Con...
	All policies and procedures will be approved by the Vice President presiding over the EBC program.

	4.3.2  Business Continuity Plan Development and Implementation
	4.3.2.2  Each department will complete a business capability prioritization using the business impact analysis feature within the business continuity software to evaluate the consequences of disasters, security failures, loss of service, and service a...
	I. Each department will identify their critical assets (personnel, information, and applications, etc.) to determine criticality (or business value durability).
	II. Each department will classify or identify their critical capabilities through an impact analysis. The impact analysis will determine the customer/member, financial, reputational, operational, and legal/regulatory impacts and determine the prioriti...
	4.3.2.3  All Business Continuity Plans will include the following;
	I. Plan owner
	II. A Call List with all employees
	III. Approach for continuity, ensuring at a minimum the approach to maintain information or information asset availability and security
	IV. Provisions for the loss of any shrink-wrapped applications or special equipment that is not directly supported by HCL (current information technology managed services provider)
	V. Documented strategies to optimize department function recoverability. These documented strategies will respond to the following hazard scenarios: Facility Outage or Inaccessibility, Technology Outage (for example applications not available, interne...
	VI. Escalation plan and the conditions for its activation, as well as the individuals responsible for executing each component of the plan.
	4.3.2.4  Business Continuity plans must also address a specific, minimal set of information security requirements;
	I. The conditions for activating the plans which describe the process to be followed (e.g. how to assess the situation, who is to be involved) before each plan is activated;
	II. Emergency procedures which describe the actions to be taken following an incident that jeopardizes business operations;
	III. Resumption procedures which describe the actions to be taken to return to normal business operations;
	IV. A maintenance schedule which specifies how and when the plan will be tested, and the process for maintaining the plan;
	V. Awareness, education, and training activities which are designed to create an understanding of the business continuity processes and ensure that the processes continue to be effective; and
	VI. The critical assets and resources needed to be able to perform the emergency, and resumption procedures.
	4.3.2.5  Each department will develop a contingency plan or alternate work procedures for recovery, which includes applications, telephony, equipment, and minimal staff numbers required to support the critical business capability. This plan will refer...

	4.3.3  Business Continuity Plan Ownership
	Department management is responsible for the development, maintenance, and implementation of Business Continuity Plans, as they pertain to the business capabilities, people, and technology for which it has been granted oversight responsibility and acc...

	4.3.4  Roles and Responsibilities
	4.3.4.1  Vice President (VP) of Audit
	The VP of Audit has overall responsibility for ensuring the implementation of an effective enterprise business continuity program, and provides strategic direction and approval of EBC policies and procedures (see CMS49 Enterprise Business Continuity P...
	4.3.4.2  Enterprise Business Continuity (EBC) Team
	The EBC Team is responsible for the development, management, and maintenance activities of EBC. The Enterprise Business Continuity Team performs the following activities:
	I. Formulates, finalizes, and disseminates the policies, procedures, and guidance, including templates for departmental planning.
	II. Oversees the implementation and maintenance of the enterprise-wide implementation of EBC.
	 Develops, updates, and performs training on methodology to the Business Continuity Coordinators, Software Users, and Department Management, as appropriate
	 Maintains and provides support for the Enterprise Business Continuity Software
	III. Coordinates and implements the corporate crisis management program, including the facilitation of training (Corporate Crisis Management Policy).
	IV. Consults with the business areas, Information Technology, Vendor Governance, and Real Estate & Facilities Services on mitigation strategies.
	V. Facilitates and updates capability prioritization through evaluation methodology and business impact analysis results.
	VI. Provides advice and expertise to the Company, as requested, through participation on Vendor Contract Support, Project Requests, and Requests for Proposals, etc.
	VII. Identifies recordkeeping risks / issues and develops action plans to mitigate or eliminate the risk / issues.
	VIII. Independently validates business continuity plan(s), through audits and assessments, to determine adherence to EBC policies and procedures.
	4.3.4.3  Department Management
	Department Managers are responsible for overseeing the execution of the business continuity policies and procedures within their department, including the following activities:
	I. Business Continuity Plan(s) are completed timely and updated on an annual basis, no later than September 30 of the current calendar year, or as major changes occur within the department.
	II. Business Continuity Plan(s) are exercised annually before the annual VP approval to validate their effectiveness.
	III. Department employees are notified of the plan strategies, and what to do in the case of an activation of the EBC plan.
	IV. Inform their Senior Management of the strategic elements of the plan, as well as the date of the last annual update.
	V. Funding the disaster recovery strategies aligned with the requested capability prioritization, and if funding is not necessary, ensuring there are mitigation activities designed, documented, and tested, to maintain the capability during the disrupt...
	4.3.4.4  Enterprise Business Continuity (EBC) Coordinators
	EBC Coordinators serve as the liaison to the Enterprise Business Continuity Team and participate in the implementation and maintenance of EBC plans within their respective department. Perform the following activities:
	I. Implement and/or maintain adherence to the Business Continuity Plan policy within their respective department.
	II. Coordinate the development and maintenance (review) of Business Continuity plans to ensure completeness of applications, capabilities, technology, and equipment requirements.
	III. Develop strategies for responding to and recovering from business disruptions with input from department management and department subject matter experts.
	IV. Collaborate with other departments (Information Technology, Vendor Governance, Real Estate Services, etc.) to ensure viability of strategies.
	V. Enter data into business continuity software and plan publication necessary to maintain the business continuity plans for their department.

	4.3.5  Business Continuity Plan Exercises
	All departments will validate the information within the Business Continuity Plan through facilitation of an exercise (e.g., tabletop, call list, etc.) on an annual basis;
	I. Particular attention shall be given to the assessment of internal and external business dependencies and the contracts in place to support them
	II. Documentation of agreed procedures and processes
	III. Evidence of this exercise will be maintained by the EBC Coordinator and reported to Enterprise Business Continuity staff. If appropriate, the results of the exercises should be incorporated into the business continuity plans.

	4.3.6  Business Continuity Plan Maintenance
	4.3.6.1  Business Continuity Plan(s) shall be completed and updated on an annual basis and no later than September 30 of the current plan year, or as a major change occurs within the department. A major change could include, but is not limited to, the...
	4.3.6.2  Department management will review the strategic elements of the plan as well as the recorded completion date of the most recent annual update with senior management. Evidence of this review will be maintained by the department as well as the ...
	4.3.6.3  Business continuity plans shall be stored in a remote location to allow access outside of the Blue Cross NC network


	4.4  Disaster Recovery
	The Disaster Recovery Policy is documented in the CMS129 Disaster Recovery Policy Manual, including links to the Policy SOP and Disaster Recovery Plan.
	4.4.1  Disaster Recovery Plan Responsibilities
	4.4.1.1  IT Governance, Risk and Compliance (ITGRC) owns the Disaster Recovery Plan (DRP), while Information Technology teams and associated service providers administers the DRP based on direction provided by the Recovery and Resilience (R&R) Team un...
	I. Maintains alignment of infrastructure, application, and business capabilities to the recovery expectations and prioritization of business capabilities.
	II. Provides technology strategies to meet the recovery objectives set by the departments.
	III. Ensures all components of the DRP are tested annually and validated by the Enterprise Business Continuity Team.
	IV. Provides the monitoring, maintenance, and distribution of the DRP to Information Services personnel.
	V. Works with departments to ensure technology recovery is aligned with business capability recovery.
	VI. Provides guidance and recommendations for the recovery of the technology aligned with the best practices of Disaster Recovery.
	4.4.1.2  Real Estate & Facilities Services (RE&FS)
	I. RE&FS maintains a Facilities Emergency Response Plan (FERP) that ensures a rapid, coordinated, and complete response to any situation that causes or has the potential to cause a disruption in the normal operations of Blue Cross NC owned and/or leas...
	II. RE&FS will collaborate with the business areas, Vendor Governance, and the Enterprise Business Continuity Team for strategy implementation to recover business operations.
	4.4.2  Disaster Recovery Plan and associated documentation and process shall include -
	I. Priority and sequence of recovery based on business service priorities from BCP process
	II. Ensure emergency power and backup telecommunications are available at the main site. Alternate telecommunications services shall be sufficiently separated from the primary service provider are established with priority-of-service provisions
	III. Identified alternative storage and processing sites (permanent and/or temporary) at a sufficient distance from the primary facility and configured with security measures equivalent to the primary site,
	IV. Necessary third-party service agreements that established to allow for the resumption of information systems operations of critical business functions within the time period defined (e.g., priority of service provisions) based on a risk assessment...
	V. Fallback procedures which describe the actions to be taken to move essential business activities or support services to alternative temporary locations, and to bring business capabilities back into operation in the required time-scales;
	4.4.3  Disaster Recovery Plan Exercises shall -
	I. Be planned and executed annually
	II. Include supporting technology and applications as defined by BCP criticality review
	III. Include business validation testing where possible
	IV. Document
	a. Scope
	b. expected outcomes
	c. runbook
	d. planning and execution participants
	e. risk and issue log
	f. final report
	g. approvals and acceptance
	h. evidence of success
	Plan will be determined by regulations and requirements, which may include tabletops, component specific, application specific, business system isolation and/or full failover testing.
	4.4.4  Disaster Recovery Plan Maintenance Shall -
	I. Be reviewed and updated annually at minimum and as needed for significant changes in BCP/Business Priority input, technology, and staff changes.
	II. Include all expected applications by recovery tier and sequence as matched to required business service recovery priority
	III. Define roles, responsibility, and process for maintenance, acceptance, declaration, recovery, restoration and stand-down
	IV. Define and maintain a communication process to be used in an event that also feeds into known CIRT standards


	4.5  Changes or Deviations
	Departments that modify, eliminate, or remove disaster recovery strategies, during the course of technology, capability or organizational changes, and are deemed by Enterprise Business Continuity Team to significantly increase the risk of recovery to ...
	 The Risk Acceptance statement must include the original strategy, new strategy, and mitigation techniques that will be used, if appropriate, the potential consequences to the department and to the organization, and business reasons.
	Departments that do not comply with this policy and fail to maintain and annually approve their business continuity plan, are subject to escalations to management and/or assigned audit findings.
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	20_Information_Security_Risk_Management_Safeguard_Standard_2021.11.08.pdf
	Information Security Risk Management Safeguard Standard
	1. Purpose
	2. Scope
	3. Definitions
	4. General Requirements
	4.1  Risk Categorization
	4.2  Risk Levels
	4.3  Risk Management Lifecycle
	A coordinated set of activities intended to track, manage, and report on risk conditions with some likelihood of occurrence resulting in some degree of harm to the enterprise.
	Identification: the process of discovering, recognizing and documenting risk with which the enterprise is confronted.
	Assessment: the process used to evaluate risk and its potential effects, and generating information used to respond to risk in an appropriate and cost-effective manner.
	Treatment: Focuses on decisions made regarding the correct way to respond to risk.
	Monitoring and Reporting: the continuous examination of identified and valid Risk Conditions affecting the enterprise.
	4.3.1  Information Security Risk Identification
	4.3.1.1  Any Blue Cross NC workforce member may report a potential Information Security Risk at any time. Dedicated Risk Advisors will review and validate all such reported risk conditions, ensuring the risk is properly documented, managed, and tracke...
	4.3.1.2  The Information Security Risk Identification process identifies risk conditions (Threats) that may have a negative impact on information resources (Assets) storing, processing or transmitting Blue Cross NC Data, and seeks to identify how, whe...

	4.3.2  Information Security Risk Assessment
	4.3.2.1  The Information Security Risk Assessment process is an analysis of the applicability of an identified risk condition or threat. It determines the probability the threat may occur and what the impact would be if the threat does occur (Inherent...
	4.3.2.2  Blue Cross NC shall perform formal, comprehensive security risk assessments in a consistent way, which includes continuous IT risk management processes defined by the Information Security Risk Management life cycle, Third Party annual securit...
	4.3.2.3  Designated Risk Advisors ensure reported risk conditions are appropriately assessed and results documented in the Risk Register. Additionally, the Risk Advisor selects or validates the Risk Owner, makes risk treatment recommendations, and adv...
	4.3.2.4  Information Security is a voting member of the Change Advisory Board (CAB) to ensure security related risk and controls are considered within the change management process.

	4.3.3  Information Security Risk Treatment
	4.3.3.1  The Risk Owner must review and approve proposed treatment plans and record any conditions associated with such plans. The Risk Owner’s decision should be based on the results of the Risk Assessment balanced with the constraints placed on the ...
	Accept: allowing the risk condition to remain without any mitigation or risk reduction effort
	Mitigate: taking actions to reduce risk by introducing compensating controls affecting the probability and/or impact of the risk condition
	Transfer: reducing the costs associated with a risk condition by having another organization, typically insurance, incur the cost
	Avoid: exiting or ceasing the activities originally giving rise to the risk condition
	4.3.3.2  The Risk Owner will identify or update the tools, techniques, and methodologies used to develop courses of action for responding to risk, how courses of action are evaluated, and how risk responses are communicated both internally and externa...

	4.3.4  Information Security Risk Monitoring and Reporting
	4.3.4.1  Continuous monitoring is necessary to detect changes in threats and their probabilities or impacts. Blue Cross NC will ensure resources are continually available to review risk, to address new or changed threats or vulnerabilities, and to adv...
	4.3.4.2  Risk Advisors are responsible for ensuring all existing risk conditions are re-assessed at a frequency commensurate with the level of risk they present to the enterprise. Appropriate monitoring and reporting of existing risk conditions feeds ...
	4.3.4.3  Risks should be reported and tracked so that an organized approach to risk mitigation and acceptance can be used for regular reporting as well as to aid in reassessment when information technology, vulnerabilities, business factors or other e...
	4.3.4.4  The Risk Register receives information from subsidiary processes such as the Security Change or Policy Deviation request process aiding in the identification and response to Information Security Risk situations resulting from policy deviation...
	After a focused review of Residual Risk indicates a revision of risk appetite, business practice changes, or technical changes, risk assessments may be revised to reflect the risk factors that have changed. All risks in the Risk Register, with a risk ...
	For Risks with a Risk Treatment of Mitigate:
	 Very High – shall be reviewed every 7 days
	 High – shall be reviewed every 30 days
	 Medium, Low and Very Low – shall be reviewed at least every 90 days
	For Risks with a Risk Treatment of Accept:
	 Very High – n/a, cannot be accepted
	 High – n/a, cannot be accepted
	 Medium - shall be reviewed semi-annually
	 Low and Very Low – shall be reviewed annually
	For Risks with a Risk Treatment of Transfer:
	 Very High and High – shall be reviewed every 30 days
	 Medium - shall be reviewed semi-annually
	 Low and Very Low – shall be reviewed annually


	4.4  Security Requirements Analysis and Specification
	4.4.1  Security requirements and controls shall reflect the business value of the information assets involved, and the potential business damage that might result from a failure or absence of security. Controls are selected based on the nature, feasib...
	4.4.2  Security controls shall be incorporated in all information systems, supplemented by manual controls as needed, and these considerations are also applied when evaluating software packages, developed or purchased (See Third Party Risk Management ...
	I. Where the security functionality in a proposed product does not satisfy the specified requirement, then the risk introduced, and associated controls are reconsidered prior to purchasing the product.
	II. Where additional functionality is supplied and causes a security risk, the functionality is disabled or mitigated through application of additional controls
	4.4.3  Commercial products other than operating system software used to store and/or process covered information undergo a security assessment by a qualified assessor prior to implementation
	4.4.4  Blue Cross NC requires developers of information systems, components, and developers or providers of services to perform the below activities –
	I. Identify (document) in the system development life cycle, the functions, and services intended for organizational use.
	II. Provide specific design and implementation information.
	4.4.5  When developing software or systems the organization shall ensure that the below security requirements are addressed –
	I. Information security and privacy must be addressed as part of the project.
	II. Secure development environments for system development and integration efforts that cover the entire system development life cycle must be established and appropriately protected.
	III. Thorough testing and verification must be performed as part of the development process. Acceptance Testing is performed by the Test Delivery Office or by separate business teams outside of IT and is proportional to the importance and nature of th...

	4.5  Drivers of Information Security Control Requirements
	4.5.1  The primary driver of security control requirements is Blue Cross NC Information Security Policy, supporting Safeguard Standards and relevant Technical Security Standards. Blue Cross NC uses one or more of the following security control framewo...
	 HITRUST Common Security Framework (CSF) (including HIPAA Security and Privacy Rules - Evaluated at HITRUST Level 2)
	 ISO 27001: 2013 Security Techniques – Information Security Management Systems - Requirements
	 ISO 27002, Security Techniques - Code of Practice for Information Security Management
	 ITIL - Industry Standard Framework for IT Service Management Guidelines and Best Practices
	 NIST SP 800 - 53 Recommended Security Controls for Federal Information Systems and Organizations, and other NIST and US HHS titles that pertain especially to HIPAA Business Associates
	4.5.2  The Chief Information Security Officer (CISO), in consultation with Enterprise Security, chooses platform specific controls, which are published as Technical Security Standards or Baseline Configuration Standards and are updated as production c...
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	Physical and Environmental Safeguard Standard
	1.  Purpose
	2.  Scope
	3.  Definitions
	4.  General Requirements
	4.1  Physical access (entry/ exit)
	4.1.1  An approved list shall be maintained of individuals with authorized access to the facilities where the Information Systems reside;
	 Issue authorization credentials for facility access;
	 Review the access list and authorization credentials for restricted areas periodically but no less than quarterly;
	 Remove individuals from the facility access list when access is no longer required.
	4.1.2  Physical authentication controls will be used to authorize and validate access for facilities wherever Information Systems reside. Physical access authorizations will be enforced at defined entry/exit points, and physical access audit logs shal...
	4.1.3  Blue Cross NC provides safeguard requirements when protecting information systems assets from unauthorized physical access or harm. All application servers (production and non­production) must be housed in a data center approved by the Blue Cro...
	4.1.4  Areas where sensitive information is stored or processed are controlled and restricted to authorized individuals only. Restricted locations need business owner approval for physical access.
	4.1.5  Doors to internal secure areas lock automatically, implement a door delay alarm, and are equipped with electronic locks.
	4.1.6  Combinations and keys for organization-defined high-risk entry/exit points are changed when lost or stolen or combinations are compromised.
	4.1.7  Alarms shall be regularly tested to ensure proper operation.
	4.1.8  Visitor Access. Visitors are only granted access for specific and authorized purposes and issued with instructions on the security requirements of the area and on emergency procedures. Visible identification that clearly identifies the individu...
	4.1.9  Repairs or modifications. Repairs or modifications to the physical components of a facility which are related to security (e.g., hardware, walls, doors, and locks) are documented and retained for a period determined by Blue Cross NC. Physical c...
	4.1.10  Access reviews. Physical access rights for restricted areas are reviewed at least every 90 days and updated accordingly. A visitor log containing appropriate information is reviewed monthly and maintained for at least two years.
	4.1.11  Immediate response and corrective action shall be taken for any alarms, and an electronic log of alarm system events shall be maintained.
	4.1.12  Monitoring. Intrusion detection systems (e.g., alarms and surveillance equipment) are installed on all external doors and accessible windows, the systems are monitored, and incidents/alarms are investigated. The organization actively monitors ...
	4.1.13  Onsite personnel and visitor identification (e.g., badges) are updated or revoked when access requirements change, or terminated when expired or when access is no longer authorized, and all physical access mechanisms, such as keys, access card...

	4.2  Protecting Against External and Environmental Threats
	4.2.1  Fire extinguishers and detectors are installed according to applicable laws and regulations. Fire suppression and detection systems are supported by an independent energy source.
	4.2.2  Fire authorities are automatically notified when a fire alarm is activated.
	4.2.3  Fire prevention and suppression mechanisms, including Workforce training, are provided.
	4.2.4  Water detection mechanisms are in place with master shutoff or isolation valves accessible, working and known.
	4.2.5  Any security threats presented by neighboring premises are identified.

	4.3 Equipment Maintenance
	4.3.1  Maintenance and service are controlled and conducted by authorized personnel in accordance with supplier-recommended intervals, insurance policies and the organization’s maintenance program, taking into account whether this maintenance is perfo...
	4.3.2  Records of maintenance are maintained for an organization defined period.
	4.3.3  A list shall be maintained of authorized maintenance organizations or personnel, ensures that non-escorted personnel performing maintenance on the information system have required access authorizations. Organizational personnel with required ac...
	4.3.4  Remote maintenance and diagnostic activities must be monitored and controlled; and remote system maintenance prohibited unless explicitly authorized by job role or contracts. Requirements (e.g., policies and procedures) for the establishment an...
	4.3.5  Legally Protected information must be cleared from equipment prior to maintenance unless explicitly authorized.
	4.3.6  Equipment shall be stored securely while not in use and sanitized, such that no data is recoverable, prior to disposal, when no longer required.
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